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VENDOR SUPPORT

What vendor support looked like

The average vendor support agent ...and when they finally reply



UEBA -

NONE OF THIS WAS OUT OF THE BOX

What we fixed without the vendor

SYMPTOM

No analytics after first
deployment

Dashboard frozen on old
dates
No events ingested for 11

days

Proxy events never
reached UEBA

Failures noticed only days
later

ROOT CAUSE

UI time range locked before 1970;
ANALYTICS_METADATA table and relation_tags
index missing; OERMC empty

~1.25M events a day arrived, but analytics tables
stayed empty and no behavioral baseline was built

TH routing lived in ephemeral storage and
vanished on pod restart; a stuck Kafka COPY
locked a Vertica table

Intelligence connector filter passed only Microsoft
Windows events; the proxy loader knew nothing
about McAfee

No built-in alerting on ingestion gaps or disk
growth;

WHAT WE DID WITH AI

Created the missing table and index by hand,;
populated OERMC with file-access events
(4663, 4656, 5145)

Traced the pipeline pod by pod, checked clocks
across pods, forced analytics runs

Rebuilt the TH routing config by hand, killed the
stuck COPY, restarted Vertica and the Kafka
scheduler

Rewrote the connector filter, added McAfee
vendor and product strings to the proxy loader
SQL

Wrote our own health checks: last event time,
Kafka scheduler state, disk usage;



ASSESSMENT - SIEM ANALYSIS TRAINING

Analytical skills assessment

. . x
SIEM Analygis Training Security Event Investigation ACMECORP Security Documentation

Company Overview
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ASSESSMENT - ADMINISTRATION

Administration skills check

@ System Preparation Tasks
@ Cluster Troubleshooting
? Help

Cent0S System Preparation Guide

Overview

Prepare a Cent0s 7.9 system for enterprise platform
deployment. Research and implement the required
configuration changes.

System Prerequisites
+ Cent0S 7.9 minimal installation
+ Minimum 16GB RAM, 8 CPU cores
+ 508GB+ storage space
+ Network connectivity

+ Root access

Task 1: Configure Network & Firewall

Research and open the following ports for platform
communication:

+ SSH access (port 22)

+ HTTP traffic (port 89)

« HTTPS traffic (port 443)

+ Management interface (port 8443)

+ Database connections (port 5432)

« Search engine (port 920@)

+ Kubernetes API (port 6443)
Hint: Use firewall-cmd to manage firewall rules
permanently.
Example: firewall-cmd --add-port=38/tcp - -permanent
To complete: Open ALL 7 required ports with --permanent
flag, then run --reload to apply changes

Task 2: Create & Configure Swap
Platform requires 8GB swap space. Research how to:
+ Create a swap file using dd command
+ Set proper permissions (66@)
+ Initialize the swap file
+ Activate the swap

« Make it persistent across reboots

¥ Training Terminal

ACME Corporation - Infrastructure Training

Welcome to the enterprise infrastructure training environment.
This simulation provides hands-on experience with:

= Cent0S system administration and preparation
= Kubernetes troubleshooting and debugging

= Security incident investigation (CTF challenges)

Type ‘start’ to begin training or “help’ for available commands.

acme-training@jumphost:~$ start

ACME Corporation Training Program
Welcome to the Infrastructure Security Training Environment
Available Training Hosts:

®  prod-centos-@1.company.local - Cent0S 7.9 system preparation
= Configure firewall and network security

* Setup swap, NTP, and system services

« Install and configure enterprise platform

B k8s-master-e1.company.local - Kubernetes troubleshooting
« Investigate pod crashes and service issues
» Debug storage and networking problems
« Find hidden security flags in legs (CTF challenges)

Training Objectives:

* Master Linux system administration skills

= Learn Kubernetes troubleshooting techniques

= Develop security incident investigation abilities
» Practice with real-world enterprise scenarios

Connection Instructions:
ssh root@prod-centos-81.company.local (System preparation)
ssh root@k8s-master-@1.company.local (Kubernetes troubleshooting)

Training environment initialized. Choose a host to begi
acme-training@jumphost:~$ |

Host: jumphost

Tasks: Not connected

Training Environment - Local Connection

Flags: 8/3 found



SOAR

BUILT AND FIXED WITH AI

What we improved in SOAR

01
Round-robin assignment

Script in the SOAR database splits
cases equally across analysts

04

ipinfo.io enrichment fixed

Results now reach the case; Python
compatibility bug fixed

02

AbuselPDB context

Domain, ISP and number of reports
now shown on the case

05

Port-to-service lookup

New enrichment: which service most
likely runs on a port

03
MISP enrichment fixed

False “no events” marker removed;
threat level shown correctly



CYBER ARENA

Five arenas, one ranked season

@ nux_operator CYBER ARENA & SEASON 2
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Welcome back, nyx_operator.
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CYBER ARENA - MODES

Training through competition

©) openter CYBER ARENA

First to fix the cluster wins.

Lab Race: fix the broken SOAR cluster
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SOC Battle:
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Patch your host. Breach theirs.
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SOAR

AI INTEGRATION

Al inside our SOAR

Show

ot

¢ Outbound Traffic to a Suspicious Address NewCase Edit Close Enrich Action Exeaute
Filter: a1 ~ + Add New Scopefrem Case #843984 Open  High &7 Document
‘ Q ‘ ‘ Rule name Outbound Traffic to a Suspicious
50002 178 251 100.237 50014 10,182 38.143 Bad Web Bot. P___ upP Address
& scope items qQ 1. MITRE_ ATTECK
Technique ID
O 4d Description Automatically created alert case
300 Al (¢ Enri Actions Playbook Executions Tasks Others EREN 1 RS [ - 3 ays
Device Event rule:102
2 minules ago- A AT Assistant commented } days 22 hours 51 minutes 27 seconds vl (% EEEB
Al Analysis Summary File Path fAll RulesiReal-ime Rules/Threat
Intelligence Platform/Suspicious
Alert: Outbound Traffic to a Suspicious Address » Activity/Outbound Traffic to a
Severity: Medium Suspicious Address
Category: Suspicious Network Activity
Alerts (1 total) Q Derails
Observed Activity:
Internal host 10.183.36.143 attempted outbound UDP communication from source port 50014 to external IP 178.251.109.237 on destination port 50002. Network
The connection was blocked by the firewall (action=drop).
Source zone: INSIDE Current Playbook : Network Trafiic ~
Destination zone: OUTSIDE. ¥
2 9 Phybookm@,;ummneuatmman 15:14:32
Additional Context: ® + Then Oo ),
The destination IP 178.251.108.237 has an AbuselPDB confidence score of 21% and has been reported 67 times by 28 distinct reporters, with the lalest report submitted - - 4 Add Case Label on ArcSight SOAR Integration

approximately 1 week ago.

Recent reports include Bad Web Bot, Port Scan, Hacking, Web App Attack, and Brute-Force activity.

The IP belongs to Ultranet Group LLC (AS35297), a fixed-ine ISP network located in Ukraine.

While the address has been associated with suspicious activity, the reputation score is relatively low and should be treated as contextual information rather than confirmation of
malicious activity.

Al Assessment:
A single outbound connection attempt to an IP address with previous abuse repoits was detected and successfully blocked by security controls.
No evidence of successful communication, additional related alerts, malware activity, or endpoint compromise was identified from the available event data.

Conclusion:

The event appears to be an isolated blocked connection attempt to an IP address with an elevated reputation score.

Since the traffic was prevenied by the firewall and no additional indicators of compromise were observed, the aclivity is assessed as low risk.
No further action is recommended unless additional comelated events or indicators are identified.

2 minutes ago - Qf added watcher A AT Assistant

A Check IP on Abusell J,o
M Identify Port Service on Port Service Identifier
M Check IP on AbuselPDB

PID Destinati H @ Decision
® Else
10.183.36.143 178251109237 A
Progress Ll
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