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VENDOR SUPPORT

What vendor support looked like

The average vendor support agent …and when they finally reply



UEBA · NONE OF THIS WAS OUT OF THE BOX

What we fixed without the vendor

SYMPTOM ROOT CAUSE WHAT WE DID WITH AI

No analytics after first 

deployment

UI time range locked before 1970; 

ANALYTICS_METADATA table and relation_tags 

index missing; OERMC empty

Created the missing table and index by hand; 

populated OERMC with file-access events 

(4663, 4656, 5145)

Dashboard frozen on old 

dates

~1.25M events a day arrived, but analytics tables 

stayed empty and no behavioral baseline was built

Traced the pipeline pod by pod, checked clocks 

across pods, forced analytics runs

No events ingested for 11 

days

TH routing lived in ephemeral storage and 

vanished on pod restart; a stuck Kafka COPY 

locked a Vertica table

Rebuilt the TH routing config by hand, killed the 

stuck COPY, restarted Vertica and the Kafka 

scheduler

Proxy events never 

reached UEBA

Intelligence connector filter passed only Microsoft 

Windows events; the proxy loader knew nothing 

about McAfee

Rewrote the connector filter, added McAfee 

vendor and product strings to the proxy loader 

SQL

Failures noticed only days 

later

No built-in alerting on ingestion gaps or disk 

growth;

Wrote our own health checks: last event time, 

Kafka scheduler state, disk usage;



ASSESSMENT · SIEM ANALYSIS TRAINING

Analytical skills assessment



ASSESSMENT · ADMINISTRATION

Administration skills check



SOAR · BUILT AND FIXED WITH AI

What we improved in SOAR

01

Round-robin assignment

Script in the SOAR database splits 

cases equally across analysts

02

AbuseIPDB context

Domain, ISP and number of reports 

now shown on the case

03

MISP enrichment fixed

False “no events” marker removed; 

threat level shown correctly

04

ipinfo.io enrichment fixed

Results now reach the case; Python 

compatibility bug fixed

05

Port-to-service lookup

New enrichment: which service most 

likely runs on a port



CYBER ARENA

Five arenas, one ranked season



CYBER ARENA · MODES

Training through competition

Lab Race: fix the broken SOAR cluster Attack / Defense: patch yours, breach theirs

SOC Battle: ESM event hunt SOC Battle: SOAR playbook duel



SOAR · AI INTEGRATION

AI inside our SOAR
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